¥
ANY

” ‘\\\\\
\ / ///
’ | B
| o

TELEKOM
CLOUD

A TECHNICAL GUIDE TO THE CLOUD ERA



CONTENTS

INEPOAUCTION ...ttt 3
THE CIOUA 1S NEIE 1ttt ettt h b bt s b b 3
Clouds and the ever-Changing MarKet .. ....i.iiiiiiiiii et 3

CloUd COMPULING ... 4
TYPES OF ClOUA COMPULING .1ttt bbbt b bbbttt 4

SECUNItY INThE ClOU ........c..ooivicce ettt 5

Legislation on storing personal data in the cloud ... 5

TCO in the cloud: from SCIENCE t0 @t ... 6
The scientific part: FActor in @Very Variable ....... .. 6
HIAAEBN COSTS ottt bbbt b bbb 7
THE VaAIUE OF AGIILY oviiiiiii e ettt 7
GRINET = SUCCESS STOTY ..ottt ettt bbbttt ettt ere s 8

Achieving scalability and high availability in the cloud ..., 8
MONOITNIC SEIVEIS .ottt ettt ettt et e et e et et et et e e e e e 8
Unicredit FACtoring - SUCCESS STOIY ........cc.iiiiiiiiiiie it 8
Cloud-enabled apPlICALIONS ..ottt ettt 8

ConNecting to the ClOU .............c..cc.ovie e 9
Bandwidth, 1atENCY, OF DOTNT ... e 9
CONNECHING SECUTEIY .ttt h bbb bbb bbb bbbt bbbt 9

Cloud infrastructure USage SCENAIIOS ............c..ccccooeviiiiiiieieeee e 10
DAtA STOTAGE vttt et 10
WED NOSTING .ttt 10
Research, development, AN tESTING «.viviiiiiriiee et 11
Databases, analytical applications, DIig Aaa .......uiiiiiiiiic 11
ENterprise @PPIICAIONS ©uiiiiiiii it 11
OFflAame = SUCCESS StOIY .....c.oiiiiiiiie ettt ettt e e et 13
CUStOMEr-facing APPHCAtIONS «.i.viiiiiiiie s 14
LN T g aTT =Y o] o] o7t 4o ] OO P PSPPI 14
Cloud Dackup & diSASIEr TECOVETY ..viiuiiiiiieiie ettt ettt ettt r et sne e enes 15

Migrating into the ClOUM ..ot 16
Begin NON-MISSION-CIItICAL .. ..iiiiiiii it e 16
Customer-facing apps instead of DACK-OTfICE. ... .iviiiiiiiiic 16
Migration MEtNOAOIOGIES. .. ..c.veiriie ettt ettt ettt te et reas 17

Cloud Power: Digging into DeV-0PS ..........cccoovviivimiiieccetceeeeee e 17
THe CONCEPT OF DEVOPS ©1ivriieiii ittt ettt ettt et e et ettt et e et e e e et e e e eraen 18
A ChaNGE N thINKING coviviiie ettt ettt ettt e et e e sieans 18

CONCIUSION ... ettt 19

INTRODUCTION
THE CLOUD IS HERE

The IT environments of companies and other organizations are gradually moving to the cloud. The main
argument in favor of entering the cloud, which is the flexibility it affords with regard to both resources and
costs, is increasingly hard to resist. However, the element of security and the speed at which services can be
provisioned, which does wonders for business agility, are gradually becoming the dominant factors. This is
why a well-thought-out cloud strategy should be a core component of any organization’s IT planning.

Deutsche Telekom and its subsidiaries already serve a large
number of customers that run all kinds of applications in our
cloud environments - even mission-critical ones. Understanda-
bly, not everyone currently feels comfortable entrusting key IT
services to a cloud provider. It's important to know, therefore,
that there are many other options available, which can instantly
provide added value without taking any unwanted risks.

This handbook offers an introduction to these cloud-based al-
ternatives and guides you through the related security and le-
gislative aspects. It also covers basic cloud migration strategies
and discusses connectivity aspects.

Security and the speed at which services can be
provisioned are becoming the dominant factors

CLOUDS AND THE EVER-CHANGING MARKET

Businesses and organizations, regardless of size or segment,
are constantly exposed to changing market conditions. Even
the traditional brick-and-mortar industries are suddenly facing
new competition from online companies. Business areas with
high entry barriers are no exception, either.

The changes can be seen all around. Uber now competes
with traditional taxi services, Airbnb is taking market shares
away from hotel chains, and these are just the most common
examples among the innumerable online outlets that have com-
pletely changed how the world does business.

To stay profitable, or even just relevant, companies and organi-
zations must overhaul their current IT services and introduce

new ones. Nowadays, it's necessary to create online and mobile
applications that can provide services anywhere and on any de-
vice in a secure manner. In addition, managers are increasingly
looking to focus on their ,core” competencies and outsource
supporting functions to external suppliers.

Even traditional IT services such as ERP software, messaging,
and document management must be built on an infrastructure
that is cost-effective, flexible, and agile. Deutsche Telekom
cloud services provide precisely this: an open and flexible foun-
dation on which modern organizations can build to transform
their business.



Cloud computing represents a significant evolution in the way information technology and services are
produced and delivered. It is a versatile and convenient way of delivering computing resources (networks,
servers, storage, applications, services) to customers over the network. Customers can create and manage
cloud-based services themselves - typically with a low level of interaction with the service provider.

Modern cloud providers make it possible to provision IT re-
sources not just through an intuitive web interface designed
for human users, but also via public application programming
interfaces (APIs). Tasks which previously took people days to
do in the physical world, such as installing a new server, can
now be done by a line of code inside a program.

By making IT resources available within instants and allowing
customers to set the configuration of their choice very preci-
sely, cloud computing makes an extremely attractive offer in

terms of speed, cost, and efficiency. Traditionally, deploying
IT services would require tying the relevant applications to a
specific infrastructure. This would result in a persistently low
rate of resource-utilization and a problematic lack of flexibility.
The cloud changes all of that by enabling applications to be
deployed dynamically to a precisely-scaled infrastructure. The
flexibility of the cloud enables applications to scale and grow
without requiring the traditional infrastructure upgrades.

TYPES OF CLOUD COMPUTING

The cloud model allows a very wide range of IT services.

Based on the level of infrastructure they provide, these services are divided into three main types:

Infrastructure as a Service

(1aa$): (PaaS):

Virtual servers with self-ser- Software infrastructure of-

Platform as a Service

Software as a Service
(SaaS):

End-user software sold as a

Every customer is sensitive when it comes to the security as-
pects of storing data and operating IT services in the cloud
- it's only natural. Our customers want to understand why they
can rely on Deutsche Telekom to cover their security needs.

The first thing our customers should do is assess whether their
own server room or data center is sufficiently secure. DT is likely
to have more resources, knowledge, and experience to build
and operate cutting-edge security technologies than the vast
majority of commercial or governmental organizations.

Organizations classify the information they process and store
in different categories based on its level of sensitivity. Personal
data is unique among these categories, because its storage in
the cloud is regulated by European Union rules on personal
data protection.

Storing personal data in the cloud is fully supported by the re-
levant EU regulations on the condition that it be stored within

Being a telco company makes a huge difference to the security
aspect, because connectivity is so essential to the cloud. DT
has an enormous advantage over other cloud service providers
in that it can provide secure, SLA-backed private data lines door
to door, from customer to cloud. Other cloud providers largely
depend on the public Internet, which by design offers no gua-
rantees in terms of speed and security.

the European Union. In theory, data of this kind could even be
stored in a cloud outside the EU, but all affected individuals
would have to agree to this.

Deutsche Telekom hosts all of its cloud-based services for EU
customers in data centers located inside the European Union.
You can therefore rely on DT cloud services being fully compli-
ant regarding the storage of personal or sensitive personal data.

fered as a base on which service by IT service provi-
to run IT services, such as ders.

database or application ser-

Vers.

vice setup and management.

The role of a cloud provider is to build and operate the physical network, server, and disk infrastructure, and the related connecti-
vity. The individual layers do not require any specific type of interdependence. PaaS or SaaS services may or may not be operated
on a shared platform of virtual servers - laaS.

Storing personal data in the cloud is fully supported by EU




TCO IN THE CLOUD:
FROM SCIENCE TO ART

Hosting business applications in the cloud is a good way for
customers to avoid having to invest in their own computing en-
vironment. When infrastructure is provisioned as a service, fees
are paid on a monthly basis based on the amount of allocated

THE SCIENTIFIC PART:

or utilized resources, with a positive and quantifiable impact
on cash flow. Still, there is a lot more to fully understanding the
cost difference between in-house IT and cloud-based solutions
than just adding up the obvious items.

FACTOR IN EVERY VARIABLE

When comparing the costs of on-premises infrastructure with
utility pricing in the cloud, simply calculating the total price of a
customer’s hardware is not enough. The licenses for operating
systems and other software infrastructure such as databases
or application servers also need to be factored in - and don't
forget the associated network devices, firewalls, VPNs, DDoS
protection, as well as the connectivity itself.
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Then there’s the overall cost of acquiring and operating your
own data center or leasing co-located space, with various areas
that include rack cabinets, UPS, cooling, wiring, and physical
security. Total cost of ownership (TCO) calculations for on-pre-
mises infrastructure also frequently omit the associated vendor
support contracts, installation costs, or significant parts of the
general management, operation, and maintenance work.

HIDDEN COSTS

Even when you do the science of adding up all the concei-
vable costs associated with running your own game, however,
the result still does not give you the whole story. For instance,
planning for load peaks means you have to over-scale the infra-
structure. There’s also a lot of supporting hardware to purchase
to keep your computational hardware in continuous operation,
back it up, monitor and administer it, or even just have resour-
ces on standby to jump in if there is ever an outage. The cost of
making the wrong hardware choices is very high. Unlike other
consumer toys, hardware cannot be returned to the shop once
it has been installed. Even when you’re running IT services with
highly predictable loads, ever-changing business and market
conditions can still turn everything on its head with events like
company mergers, acquisitions, or mere reorganizations.

THE VALUE OF AGILITY

Deciding the length of the time period over which an investment
into IT infrastructure should be written off - that’s the point at
which we move from science to art. It is simply impossible to
predict the duration of utilization, and the related accounting
rules are simply irrelevant from a business perspective. The only
good news in all of this may be that, in a way, it doesn’t really
matter. With agility becoming the dominant motivating factor
for adopting a cloud-based model, the true value of the cloud
lies in its ability to let companies react to changes promptly
by instantly scaling existing IT services and quickly provisio-
ning new ones. A new term has been coined to describe this:
the “value of agility”. Although it sounds somewhat abstract, it

GRNET - Success Story

On-premises TCO calculations give you a monetary figure,
which is then divided by a number of months, typically derived
from accounting depreciation rules. The applicable tax legisla-
tion varies considerably within the EU, with different countries
allowing the depreciation of hardware over anywhere from three
to six years. Does that mean the hardware, as it is purchased,
is utilized productively over the following three to six-year pe-
riod? The rapidly changing business environment, as well as
the accelerated rate of current technological progress and even
simple hardware malfunctions point to an obvious answer: no,
it most likely is not.

really can be calculated. Putting a price tag on an organization’s
ability to swiftly change the scale or nature of its IT services re-
quires an in-depth analysis of the business processes involved,
but it can be done.

This era of accelerated change brings with it a need to chan-
ge how we value investment in IT technologies. The traditional
concept of ROI may not be an accurate way of determining the
true value of modern technologies for business - but if you do
decide to quantify that value, don'’t stop at calculating a finan-
cial TCO, either.

The healthcare sector faces enormous challenges: more and older pati-
ents, budget cuts, or shortages of qualified employees, to name just a
few. Digitalization could be a viable solution to most of these problems.
This is why 31 Greek hospitals decided to migrate to a private cloud
built by OTE Group, Greek subsidiary of Deutsche Telekom. Its highly
secured data center with strong connectivity was chosen to provide the
rudiments for a virtualized computation and storage platform. “Cloud

technology can help the healthcare sector improve its efficiency and
thereby create real value for hospitals. By storing their images digitally,
the radiology departments now save up to 50 percent of costs”, says
Ralf Nejedl, Senior Vice President B2B, DT Europe.

GRNET: Greek Research and Technology Network




ACHIEVING SCALABILITY AND
HIGH AVAILABILITY IN THE CLOUD

MONOLITHIC SERVERS

Most applications are still being built on a classic one-server
architecture with limited scaling and availability. The single
server can only be scaled by adding memory, CPU or hard
drives, but this requires downtime and worse still, it may not
always be enough. This is because application performance
does not scale linearly with added resources. When it comes

UniCredit Factoring - Success Story

to continuous operations on a single server setup, it's simple:
The service dies with the server. To achieve high availability,
traditional clustering technologies can be used in the cloud,
that use standby backup servers, that can promptly jump in, if
primary server fails.

Having a high availability setup was a “must” requirement of UniCredit
Factoring, a financial provider for SME customers in Czech Republic
and Slovakia. T-mobile provided them with a virtual data center with
Disaster Recovery and backup services, that ensure business continuity
in a clearly defined SLA. “Transparency is important for us. We know ex-
actly where our data is located, even though it is in cloud”, said Renata

Sagkova, the company’s COO.

A cloud-based infrastructure designed for high availability should be built on arrays of servers,where no single

server is irreplaceable.

CLOUD-ENABLED APPLICATIONS

These are in contrast designed from the ground up to be opera-
ted in the cloud. The true cloud server is a member of a group,
and is aware of its other members, and their role. The number
of participants in the group can grow or shrink as needed, for
example to scale performance or jump in for a member expe-
riencing problems. The resources inside an individual server
do not need to be altered to achieve scalability or continuous
operations.

A cloud-based infrastructure designed for high availability

should be built on such arrays of servers designed to sustain
high loads or failures, where no single server is irreplaceable.
They should be built using automated tools, so that if existing
servers run into trouble or together are not enough to facilitate
the requests, more are added automatically. This is true for all
layers in a typical IT service setup - the presentation load-ba-
lancing layer, application server layer, as well the databases,
where horizontally scalable NoSQL databases are becoming
more popular.

CONNECTING TO THE CLOUD

When a business depends on a connection to remote servers, data storage, or important applications, having
the right connection is essential. Cloud computing and connectivity are naturally deeply interrelated. It is easy
to understand, but also simple to forget that without connectivity, the cloud is nothing.

In fact, having a dependable link to cloud-based services is
so crucial to their availability, performance, and security, that
when it comes to choosing the right cloud, Deutsche Telekom
may have an enormous advantage over other players because it
is an established telco with its own private network. The global

cloud players clearly acknowledge this by entering into part-
nerships with telecommunications companies. They also use
trucks to transport data between their data centers and custo-
mers on hard-drives, which is an awkward concept clearly unfit
for the 21st century.

BANDWIDTH, LATENCY, OR BOTH?

So how exactly do connectivity and distance to the cloud impact
various customer usage scenarios? When using the cloud to
store backups, or for disaster recovery, it is all about the band-
width. The public Internet backbone in Europe provides around
10 to 20 MB per second, with fluctuations and no guarantees.
That means it would take a half to a full day to transfer 1 TB of
data, which is certainly not fast enough for most organizations,
especially in a backup recovery scenario. For high-bandwidth
requirements, a dedicated local private line ranging in gigabits
per second is often a must.

Other applications, such as ERP or VDI, strongly depend on low
latency. The public Internet provides latencies of 20 to 40 milli-
seconds when connecting to a cloud provider located let's say
a quarter of Europe away, and that is sometimes too much. This
is especially true for applications that are “responsive”, which
means they require a lot of back-and-forth communication to
draw the correct display.

CONNECTING SECURELY

It is not easy to achieve enterprise-level security over public
lines, and VPN connectivity satisfies only some customers. Only
private lines can provide a truly secure environment. Protection
from distributed denial of service (DDoS) attacks is typically ex-
pected for any online service, yet not all cloud providers offer it.

When making the move into the cloud, choosing the right
connectivity and security environment is as crucial as the
switch itself. While a VPN over public Internet is suitable for
many use cases, dedicated MPLS lines should be strongly con-
sidered for scenarios requiring heightened security, low latency,
or a guaranteed wide bandwidth.

When making the move into the cloud, choosing the
right connectivity and security environment is as
crucial as the switch itself.




DATA STORAGE

The simplest form of presence in the cloud may be data sto-
rage. Companies can share any files and documents placed
in the cloud among their users. This cost-effective service is
also suitable for storing corporate backups in a secure place
outside the company. It typically provides direct access to data

WEB HOSTING

The most economical form of hosting websites, e-shops, pho-
to albums, and Internet applications is web hosting. Deutsche
Telekom provides both Linux PHP and Windows .NET platforms.

from terminals such as PCs, laptops, smartphones, and tablets,
or through a web interface. Customers can also manage the
access privileges for individual users and encrypt their data.

Customers can simply upload their webpage, using an FTP
interface for instance, and gain a functional presence on the
web.

RESEARCH, DEVELOPMENT, AND TESTING

Applications in this area are usually created for short periods of
time and have changing computational requirements. For this
reason, they clearly benefit from the laaS public cloud pay-as-
you-go pricing model. Development and testing environments
do differ: While developers require specific tools, testers need
to replicate the actual production infrastructures. What they
have in common, however, is that their need for maximum com-

puting power lasts only for short periods of time and that it is
preferable to have both located outside of the actual production
environment. This makes them ideally suited to run on virtual
servers. The advantage is that the service, along with the repli-
cation of disks, configuration setups, or entire virtual servers,
can be set up very quickly.

DATABASES, ANALYTICAL APPLICATIONS,

BIG DATA

Data analysis applications are also characterized by their
changing requirements in terms of computing resources, ma-
king the dynamics of the cloud ideal for them. Solutions based
on typical monolithic applications, such as Oracle and MS SQL
databases that run on a single virtual server, utilize dynamical-
ly-allocated computing resources. Allocating additional memory
or processors to a given virtual server running on the cloud
platform does require restarting the operating system, but still
takes a fraction of the time needed for similar operations in the
physical world.

Some software applications do not provide a favorable licen-
sing model for the cloud environment. This part of the infra-
structure can instead be allocated and operated on a virtual
private server, or a dedicated physical server - with everything
often being kept in the same data center and managed by Deut-
sche Telekom. Combining various types of virtual servers with
dedicated hardware or co-location hosting is one of the clear
advantages that Deutsche Telekom has over the global cloud
players, which specialize only in virtual servers.

Other database types which allow horizontal scaling and are
resistant to individual virtual server outages, such as NoSQL,
may become popular in the future. These allow additional re-
sources to be allocated by adding multiple instances of the
same database, and by balancing the load between them. Sys-
tems like this are resistant to the load fluctuations of the cloud
as a whole, and are independent of both the infrastructure un-
derlying the applications and the hypervisor properties.

When entering the cloud with a traditional SQL database that
requires high throughput to disks, it is advisable to carry out
performance tests prior to migrating the production load. Most
clouds limit the overall IOPS throughput to avoid clogging up
the shared disk arrays. In these cases, you either need to select
a virtual server with higher IOPS throughput, or opt for a virtual
private cloud or a rented dedicated server instead.

ENTERPRISE APPLICATIONS

Applications that manage supply chains, human resources,
customer relationships, and cost accounting are the pillars on
which companies and organizations of all sectors rest. Techno-

They now have to be able
to scale flexibly, to meet
constantly changing load
requirements.

They need to be available
and working at all times,
to support round-the-clock
operations.

logical progress, digitalization, and the online world are now
bringing disruptive change to the traditional world of ERP and
CRM applications:

(&)

They should be able to deli-
ver new functionalities in an
agile way.

They must be secure, yet
opened to third parties
including suppliers and
customers.
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Are enterprise applications a barrier to innovation?

The reality is that very few of the traditional enterprise
applications meet all of these new requirements. In fact, enter-
prise applications are often seen as a major barrier to achieving
the agility necessary for a corporation to be able to scale or

innovate rapidly within its range of products and services.
Heavy-duty legacy applications may in fact be the single big-
gest obstacle preventing large organizations from achieving the
much-desired dynamics of a small startup company.
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Oriflame - Success Story

Hybrid cloud is what T-mobile implemented at Oriflame, the Swedish
beauty company. 50 websites, 350 virtual servers and 9 racks of
dedicated hardware were migrated to a new hybrid infrastructure. Now
Oriflame does not look after its IT operation, and has a predictable
regular monthly IT cost. Perhaps even more importantly, Oriflame can
now react flexibly to changing market demands. “What we appreciate
most about the solution is the deployment of our systems in the cloud
environment, meaning all our corporate applications are easily available
to our employees and consultants,” Richard Hamrik, Managing Director

AT
I

IT Centre of Excellence for Oriflame.
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The paradigm-shifting cloud
The cloud changes this paradigm in so many ways. Its flexibility

and pay-as-you-go model are ideal for acquiring the instant scal-
ability demanded by market forces or internal transformations.
A virtual server in the public cloud is a fully-featured replace-
ment for a conventional, physical corporate server designed to
run these enterprise applications. Public clouds utilize compu-
ter virtualization technologies, so these applications can’t really
tell the difference when they are run in the cloud.

The benefits of copying a physical server to a virtual server one-
to-one are felt instantly: Suddenly, resources can be adjusted at
the click of a mouse. To realize the cloud’s full potential in terms

of scalability and availability, however, the application’s archi

tecture may have to be altered to a horizontally balanced one as
discussed previously. Legacy applications do need to be alte-
red to utilize platform services such as object storage or databa-
se-as-a-service, but the required investment in development is
likely to be paid back many times over. CRM is a good example
of an enterprise application for which many organizations are
realizing that it is more advantageous to migrate to a completely
new SaaS application such as Salesforce.com, rather than just
re-hosting their existing application to virtual servers.

The hybrid sweet spot for multitier applications
Most enterprise applications are multitier, with structurally sepa-
rate presentation, application, and data management functions.
As a result, each layer may be more or less suited for migration
to the cloud. For reasons linked to performance and licensing, it
is likely to be more appropriate to stick to on-premises hardware
to house heavy-duty databases, for instance, while presentation
and application servers are ideally suited for the cloud’s flexi-
bility. This situation calls for a hybrid setup. However, the two
worlds cannot be too far apart: That’s why low latency and high
bandwidth are crucially important to any cloud-based solution.

In cases where the security of an enterprise application running
in the cloud is essential, it is advisable to use a dedicated pri-
vate data line (MPLS), or a strong VPN connection to access the

cloud via the Internet.

Whatever the right mix of in-house and cloud-based infrastruc-
ture for your specific enterprise application may be: The ele-
ments that you choose to move into the cloud are sure to benefit
from its scalability, security, and instant reactiveness.

13



CUSTOMER-FACING APPLICATIONS

Business applications that communicate with third parties are
increasingly common, ranging from online stores, customer re-
lationship management to support ticketing systems. Above all
else, these applications require a strong and stable connectivi-
ty. That generally makes them very suitable for placement in a
data center operated by a service provider. High security - on a
level that is hard to achieve on most companies’ own premises
- is an important factor for applications of this kind, because
they carry sensitive business information yet also have to be
opened to outside networks, including the public Internet. An-
ti-DDoS protection is another must-have in this area.

INTERNET APPLICATIONS

Presenting an application to the public Internet has both desi-
red effects and unwanted side-effects on its operation. An over-
whelming surge in customer demand is the most pleasant pos-
sible cause of higher activity on Internet servers. Unfortunately,
however, it's hostile attacks that are increasingly causing high
loads or malfunctions.

Once a web application is published on the Internet, it is likely
that within a few hours, it will have attracted botnets. These are
automated attack servers that seek to break into web applica-
tions to misuse them for malicious activities such as spreading
viruses or sending out spam e-mails. They do this by searching
for security vulnerabilities in the accessible applications, or

Some of these applications, such as e-commerce or ordering
systems for small companies, can be operated on a Deutsche
Telekom web hosting service. If the customer requires higher
levels of performance or availability, however, the ideal solution
is to run them on virtual or virtual private servers. When archi-
tecting server and application infrastructure for this type of use,
special care should be taken to achieve a high degree of scal-
ability and availability. Customers expect continuous operation
of these portals, as any downtime would have obvious negative
impacts on their business.

simply by trying to guess passwords for administrator access.
Although most of these attacks are unsuccessful, they still do
generate excessive loads and can cause downtime.

When running Internet applications, it is crucial to have robust
and secure connectivity that includes anti-DDoS protection. The
cloud platform is an invaluable tool for dealing with sudden
changes in operational loads, whether wanted or unwanted,
because it offers a flexible way of adding more computing po-
wer when needed. The most common solution, discussed in
more detail in the previous separate chapter, is to distribute the
load across several servers so that no component of the infra-
structure is irreplaceable.

CLOUD BACKUP & DISASTER RECOVERY

It is so easy to lose company data. Apart from the “classic” hazards like hardware failure, theft, flooding, or
hackers, new threats appear, such as the recent wave of “ransomware”, a type of malware which encrypts

hard drives and demands a ransom to decrypt it.

Backups at small companies are usually done manually, thus only sporadically, and are often stored too close to
their primary source, so certain disasters, such as fire, destroy both. Large organizations do backups complying to

a basic rule called. “3-2-1”.

Stored on

copies of data

They have

This requires big storage devices including tape libraries, that
need sophisticated operation, and complex logistics to move
the backup media to secure remote locations.

What does cloud bring to backup? Nothing, except low costs
and simplicity, which is enough for a complete revolution.
Anyone can now backup like the big guys. Cloud counts as
a different type of media, and is housed at remote locations
which are more secure, than most organizations could afford
or would have the knowledge to build. Hence cloud satisfies
all three points of the decades old backup principle, while brin-
ging more reliability, and security. And more.

different media types

And at least
remote site

copy is held at a

Backup must be fully automated and cloud-based services pro-
vide the software part that ensures exactly that. Older versions
are stored, so that one can go back years in time. Using cloud
for backup does not require initial investment, and monthly
costs are scaled as needed.

Transferring data to cloud does require proper bandwidth. Glo-
bal cloud players have a limited reach to most locations in Cen-
tral and Eastern Europe and do not own the required networks
to do vast transfers. DT, with its local NatCo clouds and Open
Telekom Cloud has a clear advantage here. There could be no
difference in company’s data before and after it is lost. If it is
backed up to cloud.

15
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MIGRATING INTO THE CLOUD

When planning a move into the cloud, it is crucial to think about
the order and manner in which specific applications are migra-
ted. It's important to assess which services to begin with. The
first impression will resonate for a long time and affect how the
cloud is perceived by the entire organization.

What is the motivation to enter the cloud for the specific migra-
tion plan? Business managers are typically attracted by the
cost flexibility, and most IT professionals come to get rid of the
hardware hassle. Both expectations are well-founded, but if you
choose to begin with the right IT service, you can uncover the
true beauty of the cloud, which lies in its agility and security.

BEGIN NON-MISSION-CRITICAL

[t may not be the best idea to begin a cloud experience with
a mission-critical application. laaS is a stable and mature plat-
form perfectly suited to running them, but applications may
behave slightly differently when operating in the pools of sha-
red resources, so simply re-hosting them without making some
minor adjustments may yield unfavorable results.

Things like testing or development may be better services to
start off with, and will clearly benefit from the cloud’s ability to
scale flexibly. Another good place to start is backup or disaster

recovery. The cloud fulfills all standard requirements for backup
media, and DT’s widely distributed data centers are just off-pre-
mises enough to secure the data, yet never so far away as to
cause the bandwidth or latency issues that are clearly present
with other cloud players. When looking for support for backup
migration to cloud within your internal organization, look for a
solution that provides all the necessary automation tools, and if
there is difficulty trusting the cloud, mention the fact that they
can encrypt with their own keys.

CUSTOMER-FACING APPS INSTEAD OF

BACK-OFFICE

If you want to be able to demonstrate the cloud’s ability to
improve the company’s overall agility and time-to-market, don't
begin with back-office apps like HR or accounting. Pick a ser-
vice directly related to the customer’s core product or service.
A modern customer portal, online shop, marketing campaign,
or data gathering loT device are all examples of applications
that would certainly benefit from our cloud’s advanced features
- such as elastic auto-scaling or object storage - and could dra-
matically improve your organization’s willingness to build and
operate scalable, secure online services.

It is also smart to build brand new applications right into the
cloud. Save everyone the future migration hassle. The cloud era
is clearly here: New apps should be cloud-based by default, and
if not, there should be a clear reason why.

MIGRATION METHODOLOGIES

The success of your first steps inside the cloud also depends
on how you choose to walk in. Simple one-to-one re-hosting
of virtual servers requires little effort, but may not bring about
the desired changes. Consider making the application more
cloud-aware. Use PaaS, DBaaS. Change monolithic applica-
tions into horizontally scaled ones, replace block storage with
object storage. Only then will you unleash the real power of the
cloud.

Sometimes, it may be more effective to migrate to the cloud
by completely replacing the IT service with a new SaaS appli-

cation. Thinking about re-hosting on-premises Exchange ser-
vers to laaS? Why not just switch all e-mail to 03657 This is
especially true for backend IT services, which should all use
mostly standardized applications. Learn to concentrate custom
development on customer frontend apps.

What else is needed for a successful cloud migration? Oh, just
some minor things like management support, solid in-house
knowledge of the cloud, and a taste for trying out new things.
But all that can be helped with, by a knowledgeable cloud pro-
vider.

Sometimes, it may be more effective to migrate to the cloud by completely replacing the IT service
with a new Saa$ application.

CLOUD POWER:

DIGGING INTO DEV-OPS

DevOps - a combination of the terms development and ope-
rations - is a big buzzword at many companies these days.
But to get the most out of cloud-based IT services, combining
development and operations just makes sense.

Cloud-based computing is driving profound changes in techno-
logy, society, and business. The cloud is always on. It offers in-
stant processing power. This immediacy has become a crucial
factor helping push the large transformative shift that we see

around us. And so the ability to adapt IT priorities quickly has
become essential to staying relevant.

Many companies are moving towards cloud computing prima-
rily to achieve developmental and operational agility. They can
no longer afford inflexible hardware and software solutions, stif-
ling innovation and tying down resources. But to be truly agile
in the cloud age, companies also need to rethink how they are
organized.
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THE CONCEPT OF DEVOPS

Traditionally, organizations split development and operation
of IT services into separate departments, such as networking,
operations, development and storage. But if a service needs to
be changed or scaled, problems occur, as several different de-
partments, with distinct priorities, procedures, or cultures, need
to be involved.

The DevOps concept is about combining development and
operations of a particular IT service into a joint team. Obvious
advantage of such cross-functional teams lies in flexibility and

A CHANGE IN THINKING

IT ops often claim that change causes outages, and rightful-
ly so, causing them to oppose new approaches. They might,
however, not realize that postponing change also causes
downtime, when a response was badly needed but not exe-
cuted. When operational personnel is transferred to DevOps it
develops sensitivity as to what that service is really all about.
This may trigger, in turn, a development of a feeling of personal
responsibility for a product, if not the compassion of a product
manager.

At core, DevOps is about a change of culture - and a change in
thinking. The whole concept is not confined to large teams but
also to individual employees. DevOps is about being inquisitive
and wanting to learn new things. It requires operations to learn

speed. Many important changes can be accomplished within
one team.

For example, a bank is no longer just a bank - it's also a
software company. It most likely has a mobile app developed
internally. In effect, every successful company will have to
become a software company, no matter the industry. Meaning
they will have to focus on creating custom applications inten-
ded for customer interactions. Development is the ability to pro-
gram innovative solutions and procedures in relation to clients.

new programming skills and development experts to get a feel
for what it takes to run their applications. But an operations
person does not have to write code to be DevOps. He or she
can, for instance, be a project manager, in charge of implemen-
ting a change designed to fix an operational issue. Can you
imagine a better-motivated project manager than someone just
given a team of programmers to fix his problem?

Even at companies still living in the classic world of IT - where
hardware is delivered and software is implemented on top of
it - it makes sense to put aside some money and energy to
discover the agile DevOps model. It could end up being crucial
to the whole business.
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To fully take advantage of cloud benefits in the future, you have to begin using cloud today.

Many organizations still run their application workload on their own hardware. The cloud phenomenon, however, is truly unstoppab-
le. Cloud reduces the costs of operating infrastructure and significantly increases an organization’s dynamics. Potentially the most
important factor is that cloud allows you to primarily concentrate on your core business. To fully take advantage of cloud benefits
in the future, you have to begin using cloud today.
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Deutsche Telekom has own fixed and mobile infrastructure across 13 European countries in the CEE region and 60 Data Centers
with over 70,000 square meters of customer space.

Stockhol

. DT countries of operations
] Main PoPs
— Backbone network

) Data Centers DENMAR

LITHUANIA

It;USSIA Vilnius s \ \
insk b
BEI/ARUS \

POLAND

>3
, Y @
BELGIUM ¢ MANY@ (\,/ bg‘? I ‘ @ :

< CZECH REPUBL@
. ( 4t g KIA MOLDOVA
6 §
o . \J__\/r,__r».s AUSTRIA o
HUNGARY
SWITZERLAND @- @ \

o 52658 ROMANIA

Kebenhavn

THE NETHERLAND:

en Haa w
tterdd
|V P \

3russel*

~

LUXEMBOURG

> 1 www.b2b-europe.telekom.com
Beograd ‘ N

SERBIA

BOSNIA &
HERZEGOVINA

Follow us:

q
arseille 11

www.linkedin.com/company/deutsche-telekom-b2b-europe

Africa/Asia

www.twitter.com/DT_B2BEurope

f

www.facebook.com/DeutscheTelekomB2BEurope

W\ y \ ‘\/ -
\ \ N\ \ A0

20



